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WHAT IS AN E-MAIL MESSAGE?
An e-mail message consists of any document cre a t e d ,t r a n s m i t-

t e d ,or re c e ived on an e-mail system,including message text and
a ny attachments, such as wo rd - p rocessing documents, s p re a d s h e e t s ,
and graphics that may be transmitted with a message,or with an
e nvelope containing no message.

WHEN ARE E-MAIL DOCUMENTS RECORDS?
E-mail documents are re c o rds when they :
-  A re created or re c e ived in the transaction of agency 

bu s i n e s s
-  A re appro p riate for pre s e rvation as evidence of the 

g ove rn m e n t ’s function and activ i t i e s ,o r
-  A re va l u a ble because of the information they contain

WHEN ARE E-MAIL DOCUMENTS NOT RECORDS?
E-mail documents are non-re c o rds when they :
-  Provide no evidence of agency functions and activ i t i e s
-  Lack information of va l u e
-  Duplicate information already documented in existing 

re c o rds 

ELECTRONIC MAIL... E-MAIL...RECORDS... 
NON-RECORDS... PRESERVE... DESTROY...
WHAT DO YOU DO?

All employees (and contractors) are re q u i red by law to make
and pre s e rve re c o rds containing adequate and proper documenta-
tion of the organization, f u n c t i o n s ,p o l i c i e s ,d e c i s i o n s ,p ro c e d u re s ,
and essential transactions of the agency. In addition, the re c o rd s
must be properly stored and pre s e rve d ,ava i l a ble for re t ri eva l ,a n d
subject to appro p riate approved disposition schedules.

The Federal Records Act applies to e-mail re c o rds just as it
does to re c o rds that are created using other media. If you create or
re c e ive e-mail messages during the course of your daily wo r k ,yo u
a re re s p o n s i ble for ensuring that you properly manage them.

The Depart m e n t ’s current e-mail policy re q u i res that all 
e-mails or attachments that meet the definition of a Federal re c o rd
be added to the organization’s files by printing them (including the
essential transmission data) and filing them with related paper
re c o rd s .

R e m e m b e r – e l e c t ronic mail is intended for official and autho-
rized purp o s e s . You must exe rcise common sense,good judgment,
and pro p riety when using this gove rnment re s o u rc e. E-mail mes-
sages are not private and can be used in court as ev i d e n c e.



IF I FILE MY E-MAIL MESSAGE IN A FOLDER I’VE
CREATED IN MY E-MAIL SYSTEM DO I STILL HAVE
TO PRINT IT AND FILE IT IN THE OFFICE’S FILING
S Y S T E M ?

Ye s . E-mail folders are part of the e-mail system and cannot be
p a rt of an official filing system because the e-mail system is pro t e c t-
ed by use of an individual passwo rd accessible only to yo u .
R e m e m b e r,re c o rds must be ava i l a ble for re t ri eval and access by
those who need them.

WHAT ABOUT COPIES OF DOCUMENTS ON MY LAP-
TOP COMPUTER... ARE THEY RECORDS?

All documents (e-mail,wo rd pro c e s s i n g ,s p re a d s h e e t s ,e t c.) on a
laptop that meet the definition of a re c o rd are 
c o n s i d e red to be separate documents from similar documents
maintained on the computer in your office until they are synchro-
nized and identical.

WHAT ARE MY RESPONSIBILITIES?
You are re s p o n s i ble for properly managing the cre a t i o n , re t e n-

t i o n ,and disposition of re c o rds that you send or re c e ive on an e-
mail system. You mu s t :

-  As soon as possible after you re c e ive or send a message—and 
a ny attachments—determine whether it is a re c o rd or a 
n o n - re c o rd

-  Print a hard copy of the re c o rd , including attachments and 
transmission inform a t i o n ,and file it in the official filing system

-  Except as noted under “ A nything Else I Need to Know ”
delete the e-mail ve rsion of the re c o rd unless you need it for 
re f e rence purp o s e s

-  Except as noted under “ A nything Else I Need to Know ”
delete messages or attachments that are not re c o rds as soon as 
t h ey have served their purp o s e s

WHAT ABOUT NON-RECORDS... WHAT DO I DO
WITH THEM?

You should promptly delete non-re c o rd messages. If non-
re c o rd copies are useful for re f e rence or conve n i e n c e,you should
c o py the information to the hard drive of your computer or to a
d i s ke t t e. Examples of non-re c o rds include:

-  Copies of memoranda or text sent for information rather 
than action

-  Instruction memoranda or information bulletins where the 
recipient is not the action office

-  Messages that have only temporary value such as a message 
that a meeting time has changed



ANYTHING ELSE I NEED TO KNOW?
Litigation may create special document retention re q u i re-

m e n t s , including the saving of printed and electronic ve rsions of
e - m a i l . To the extent that your office is invo l ved in litigation,
please be awa re of any dire c t ives or instructions specific to the
litigation or check with the Solicitor’s office.

WHAT HAPPENS TO THE STATUS OF MY E-MAIL
MESSAGE AFTER I PRINT IT AND FILE IT IN THE
OFFICE’S FILING SYSTEM?

A message that is a re c o rd becomes a non-re c o rd after the
h a rd copy has been printed and properly re t a i n e d .

CAN I USE E-MAIL ON MY GOVERNMENT 
COMPUTER TO SEND PERSONAL MESSAGES?

While electronic mail systems often replace telephones to
re l ay information to indiv i d u a l s , you may not use the system for
unofficial personal matters except for those approved uses of
g ove rnment telephone systems. These uses include:

-  Calls relating to injuri e s ,s i c k n e s s ,or medical 
a p p o i n t m e n t s

-  Calls relating to unplanned schedule changes–delays by 
business or transportation pro bl e m s ,need to work 
ove rt i m e

-  Brief daily calls to/from spouse or minor children 
or those re s p o n s i ble for childre n

-  Calls to/from locations that can be reached only 
d u ring working hours – b a n k s , repair services to car or   
h o m e

You must delete these messages immediately after they have
s e rved their purp o s e.



E-MAIL CHECKLIST

AN E-MAIL MESSAGE IS A RECORD IF
þ It contains unique,va l u a ble information deve l o p e d

in pre p a ring position papers ,re p o rt s ,s t u d i e s ,e t c.
þ It reflects significant actions taken in the course 

of conducting bu s i n e s s
þ It conveys unique, va l u a ble information about gove rn -

ment progr a m s ,p o l i c i e s ,d e c i s i o n s , or essential actions
þ It conveys statements of policy or the rationale for 

decisions or actions
þ It documents oral exchanges (in person or by 

t e l e p h o n e ) ,d u ring which policy is formulated or 
other gove rnment activities are planned or transacted

þ It adds to the proper understanding of the formulation 
or execution of gove rnment actions or of gove rnment 
operations and re s p o n s i b i l i t i e s

þ It documents important meetings
þ It facilitates action by gove rnment officials and 

their successors in office
þ It makes possible a proper scru t i ny by the Congress or 

other duly authorized agencies of the Gove rn m e n t
þ It protects the financial, l e g a l , and other rights of 

the Gove rnment and of the persons directly 
affected by the Gove rn m e n t ’s actions

MANAGE YOUR E-MAIL
þ D e t e rmine if the e-mail message/attachments meet 

the legal definition of a re c o rd
þ P rint a hard copy of the re c o rd , including 

attachments and transmission inform a t i o n , and file it in
the official filing system 

þ Delete the e-mail ve rsion of the re c o rd unless you 
need it for re f e rence purposes 

þ Delete messages or attachments that are not re c o rds as 
soon as they have served their purpose  

If yo u ’re unsure about the correct status of a message, a lway s
t reat it as a re c o rd firs t.

IF YOU HAVE ANY QUESTIONS OR NEED HELP
TO DETERMINE IF AN E-MAIL MESSAGE IS A

RECORD CONTACT THE
INDIAN AFFAIRS RECORDS MANAGEMENT

PROGRAM AT 
505-346-7950 OR BY E-MAIL TO

I A R M@ o s . d o i . g o v
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